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Disclaimer:

The research only represents a country’s cybersecurity policy to a limited extent and is
not an in-depth or complete analysis or assessment of current policy. In order to adapt the
exercises to specific countries, it is important to understand the broader strokes of
cybersecurity policies of other countries. Our team, therefore, researches publicly available
information on cybersecurity policies of countries to adapt the exercises to country-specific
needs. The research is shared with participants as background material in preparation for
the exercise. Therefore, the documents have a timestamp and consider policy up until the
date of publication. In the interests of non-profitability, we decided to make the background
research publicly available. If you are using these materials, please include the disclaimer.
Please also do not hesitate to contact us.
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1. South Africa — Political System
and Socio-Political Background

Key Facts

« Official Country Name: The Republic of South Africa (RSA), Pretoria is the capital.’
« Population: population of about 58,56 million people (2019).2
« 11 official languages, among others, isiZulu, isiXhosa, Afrikaans, Sepedi, English.?

« Currency: South African Rand.*

Political System

« Form of Government: Parliamentary democracy with a strong presidency and federal
elements.®

» Head of State and Government: Cyril Ramaphosa, President of the Republic of South
Africa, part of the African National Congress (ANC) party.®

« Commander-in-Chief of the South African National Defence Force.”

« Appoints deputy president to be the leader of government business in the National
Assembly and appoints members of the cabinet.?

« Government departments are organized in seven clusters to foster holistic and
integrative governance.®

« Elected by National Assembly from among its members."°

 Bicameral Legislature consisting of the National Assembly and the National Council
of Provinces (NCOP).""
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Socio-Political Context

« After the end of the apartheid regime in 1994, the African National Congress (ANC) party
was elected with Nelson Mandela as South Africa‘s president.?

« The ANC has controlled the government ever since the end of apartheid. Although it has
held a majority in parliament, the ANC continues to lose support in municipal elections,
especially in key urban areas.

« The government faced the challenge of integrating the previously oppressed majority
into the economy."

e From 2009 onwards, Jacob Zuma filed for the position of South African president.
Zuma resigned in 2018 after being involved in several corruption scandals.™

« South Africa has the highest level of inequality worldwide.™

« RSAs unemployment is significantly higher than the average for emerging markets,
especially youth unemployment.'®

« Economic inequality inherited by the apartheid regime further expanded during the early
2000s. "

« This inequality also contains a digital divide. Internet users are primarily urban and
affluent citizens. While Internet access is available primarily in rural areas since the
early 2000s, people can often not afford computers or do not have the skills to work with
them.™®

« In the World Economic Forum'‘s Global Competitiveness Report 2019, RSA's Adoption of
Internet Communication Technologies (ICTs) ranks 89th out of 141 countries.

« Around 56.2% of adults use the internet (89.7% in Germany).

« Digital skills among its active population rank especially low on place 126 out of 141,
indicating the width of South Africa‘s digital divide.®
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South Africa has in the past been an outstandingly high victim of various cyber-attacks.
According to a report by Accenture, South Africa has the third-highest number of cyber-
crime victims worldwide. Cybercrime amounts to an economic loss of $147 Million US-
Dollars a year.2? The report analyses that threat actors rarely mentioned South Africa in the
dark web until 2014.0Only in 2016, threat actors increasingly started to focus on the RSA. In
general, cyberattacks of all kinds are now consistent with other world economies.?' How-
ever, the rapid increase in mobile banking apps has made financial service apps prone to
attacks?? with South Africa being the second-most targeted country for Android banking
malware in 2019.23

The following exemplary cases of cyber-attacks gained national and international media
attention:

« In July 2019, a ransomware attack hit a large electricity supplier in Johannesburg.
The company‘s IT systems were shut down. Databases and networks were encrypt-
ed.?* While the website went offline, several citizens reported power outages and could
not buy pre-paid electricity. A city spokesperson said that approximately more than a
quarter of a million people were affected.?

« In September 2019, several internet service providers (ISP) were hit four times by
several significant carpet bomb attacks. Carpet bombing is a special kind of DDoS
technique by which traffic is sent to random IP addresses in an ISP‘s network. Contrari-
ly, to a direct DDoS attack on the ISP‘s servers, the systems could not detect the traffic
until the company‘s plans crashed.?® The attacks occurred over several days and did
target other ISPs as well.?”

e In October 2019, Johannesburg‘'s computer network of the city government was
attacked by a perceived ransom attack. The criminals named ,,Shadow Kill Hackers*
hacked into the government network and demanded four bitcoins (nearly $32,000 US-
Dollars at the time) not to publish compromised data.?® Authorities immediately shut down
IT infrastructure, including all e-services, and confirmed that the network was breached.
According to a city spokesperson, no critical data was affected because the network was
breached at the user level.? The city did not pay a ransom and decided to restore its com-
puter network. A city council member announced:,,[T]he City will not concede to their de-
mands, and we are confident that we will be able to restore systems to full functionality.“*°
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2. Overview: South Africa’‘s
Cybersecurity Policy

Cybersecurity Policy

According to the Global Cybersecurity Index (GCI) 2020, the RSA ranks eighth in the Afri-
can region regarding its commitment to cybersecurity policy.®' The GCl is calculated by the
International Telecommunications Union (ITU) based on five pillars containing, for
instance, legal measures or international cooperation.®?

South Africa‘s interest in cyberspace is primarily defined by the National Cybersecu-
rity Policy Framework (NCPF) across various sectors — the most crucial being security,
defense, and telecommunications.®® The NCPF was adopted by the South African
Government in 2012. It sets out to coordinate a coherent cybersecurity approach across
ministries and government agencies.?* The State Security Agency (SSA), an agency that
provides intelligence on foreign and domestic threats, is responsible for implementing the
NCPF.%

The primary concern is to ensure confidentiality, integrity, and availability of comput-
er data and systems. Consequently, the NCPF sets out to prevent and address cyber-
crime, strengthen intelligence collection, and protecting national critical information
infrastructure.®®

The NCPF aims to enhance coordination between government institutions. To increase
the efficiency of coordinating departmental resources, the NCPF envisions various new
institutions to strengthen cybersecurity:

« A JCPS Cybersecurity Response Committee that acts as a dedicated policy-, strategy-,
and decision-making body. This committee will be chaired by the SSA and supported
operationally by a Cybersecurity Centre within the SSA.

« A National Cybersecurity Hub that should be established within the DTPS to promote
cybersecurity coordination with all stakeholders (public sector, private sector, and civil
society).

« A National Cybersecurity Advisory Council (NCAC) advising that the Minister of Telecom-
munications and Postal Services on policy issues and technical issues of cybersecurity.

» A Cyberwarfare Command Centre HQ that will be established by the DoD.*”
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The framework states that a wide range of activities at different levels is needed to

ensurethesecurityofacountry‘scyberspace.Amongothers,the NCPFenvisionsthefollowing
policies:

1. To establish a national information security verification framework and develop
regulations to verify ICT products and systems.

2. To promote a national critical information infrastructure (NCII) strategy to develop
regulation and protection for critical infrastructure.

3. To develop cyber capacity-building strategies and thus promote R&D.

4. To promote a cyber defense strategy by mandating the Department of Defence
(DoD) to draft a Cyber Warfare Strategy.*® However, according to the DoD 2019/2020
Annual Report, the Cyber Warfare Strategy has not yet been submitted to the
Justice, Crime Prevention and Security Cluster (JCPS).*°
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Legal Framework

Legally cybersecurity and the prosecution of cybercrime are regulated through the
Electronic Communications and Transactions Act (ECTA). Cybercrime regulation will be
additionally regulated by the Cybercrimes Bill that was signed into law in June 2021 and is
currently awaiting its commencement date.*

The ECTA (No. 25 of 2002) is currently the primary legislation governing cybersecurity
policy in South Africa.*’” Among others, the ECT Act regulates electronic communication,
and thereinafter aims to prevent the abuse of information systems. Specifically, Chapter
Xlll defines the issue of cybercrime and penalizes it. Section 86, article 2 states: ,,A person
who intentionally [...] interferes with data in a way which causes such data to be modified,
destroyed or otherwise rendered ineffective, is guilty of an offense.“

The Cybercrimes Bill (No. B6D-2017) defines in detail cybercrime matters and proposes
regulations to coordinate the investigation of cybercrimes, impose obligations on report-
ing cybercrime, and provide capacity-building measures. The bill also allows the executive
branch to enter into any cybersecurity agreements with foreign states*

The bill was previously introduced as Cybercrimes and Cybersecurity Bill (No. B6 2017)
in 2017 but was met with considerable public criticism.* While it was criticized that the
cybersecurity section of the bill would provide for extensive powers of the South African
government and was unconstitutional, the chapter on cybercrime was reintroduced as
Cybercrimes Bill.#®
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The NCPF mandates existing institutions with tasks and establishes the objective to
create new institutions and mandate existing institutions with new tasks. Existing
institutions with a mandate in cyberspace are the Department of Communications
and Digital Technologies (DCDT), the State Security Agency (SSA), the Department of
Defence (DoD), and the South African Police Service (SAPS). The Electronic Communica-
tions Security — Computer Security Incident Response Team (ESC-CSIRT), which works
with various government institutions, is hosted within the SSA. Additionally, the NCPF
mandates the creation of multiple institutions, including the National Cybersecurity
Advisory Council (NCAC), the National Cybersecurity Hub, and the Cyberwarfare
Command Centre HQ. Functions of all institutions are discussed below:

The DTPS was remodeled into the Department of Communications and Digital Tech-
nologies (DCDT) in June 2019.“6 The DCDTs mission is to create an ICT environment that
promotes socio-economic development and investment. Regarding cybersecurity, the
department aims to provide a ,robust, reliable, secure and affordable ICT infrastructure.“4’
Internally, the DTPS has a Chief Director for Cybersecurity Operations“® responsible for the
national cybersecurity mandate and the national CSIRT.*®

The State Security Agency (SSA) is the government‘s department supervising all civilian
intelligence operations. Its mandate includes intelligence on foreign and domestic threats
that pose a danger to ,national stability, the constitutional order, and the safety and
well-being of [South Africans].“*® The SSA was responsible for drafting the NCPF in 2012.
As envisioned in the NCPF, a Cybersecurity Response Committee chaired by the SSA and a
supporting Cybersecurity Centre hosted by the SSA were proposed to facilitate government
structures against cybercrimes®'. These institutions were initially written into law by the
Cybersecurity and Cybercrimes Bill (B6-2017)% but were not reiterated in the Cybercrimes
Bill (B6D-2017)%. Future implementation is unclear.

Additionally, the SSA hosts the Electronic Communications Security — Computer Security
Incident Response Team (ESC-CSIRT), established in 2003.%* While the National Cybersecu-
rity Hub serves as a CSIRT for all South African stakeholders, the ECS-CSIRT serves as the
CSIRT of the South African Government and offers its services as a single point of contact
to entities of the RSA's state.*®

The NCPF mandated the DoD to draft a Cyber Warfare Strategy. The DoD also planned to
establish a Cyberwarfare Command Centre HQ%. However, there is no publicly available
information on its establishment. The Annual Report for the DoD’s financial year 2019/2020
shows that a Strategy is being drafted but has not yet been finalized since 2016. A Com-
mand Centre is not mentioned.®’

The South African Police Service (SAPS) is mandated by the NCPF with preventing,
investigating, and combating cybercrime as well as with the development of cybercrime
policies and strategies.®® In the context of cybercrimes committed inside or outside South
Africa, the SAPS established a 24/7 Point of Contact for “requests from, or to, foreign coun-
tries/entities”.®

1
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As mandated by the NCPF, the National Cybersecurity Advisory Council (NCAC) is a body
of seven members from all stakeholder groups who advise the Minister of the DTPS (now
the DCDT) on all cybersecurity matters.®° These include advice on policy, legal and techni-
cal issues (i.e., adopting standards in the RSA, developing an annual report, establishing a
Cybersecurity Hub, and matters referred to by all ministers).®’

As mandated by the NCPF, the National Cybersecurity Hub was established in 2015 by the
DTPS.?2 The Hub is the countries’ Computer Security Incidence Response Team (CSIRT) and
acts as a central point of contact to (a) prevent IT security incidents and (b) respond to
them. The Cybersecurity Hub serves as a platform for all stakeholders to collaborate on
IT issues. By responding to the incident, the Hub aims at building confidence in South
Africa‘s ICT environment.®?

This document is exercise-specific information material and was developed for the purpose of a cybersecurity policy exercise only.

11


https://www.stiftung-nv.de/en

South Africa is a member of the African Union (AU), the Commonwealth, the International
Telecommunications Union, and the United Nations (UN).% All these international organiza-
tions deal with and discuss cybersecurity-related topics. The AU, for example, adopted the
Convention on Cyber Security and Personal Data Protection (Malabo Convention) in 2014
to address cybersecurity and cybercrime.®® However, South Africa has not yet signed the
Malabo Convention.®®

South Africa signed the Budapest Convention on Cybercrime (Treaty No. 185) with its incep-
tion in 2001 but has not ratified it yet.®” The Budapest Convention is the first internation-
al treaty to pursue a standard criminal policy through cooperation and legislation against
cybercrime.®®

« The convention mandates signing entities to adopt legislation that penalizes various
cybercrimes (Art. 2 — Art. 10), for instance, illegal access of computer systems, comput-
er-related fraud, and copyright infringements.®°

» States are mandated to adopt legislation that makes investigations into cyber-relat-
ed crimes possible. States are, for instance, required to adopt legislation that allows
competent authorities to collect and record traffic and content data in real-time
(Art. 20 & Art. 21).7°

 According to chapter Il of the convention signing, states are subject to cooperate in fight-
ing cybercrime. States are asked to afford other parties the most comprehensive mutual
assistance possible in investigating cybercrimes. Under the convention, the extradition
of individuals that have committed cybercrimes between states is possible. Additionally,
states are asked to share information and evidence and stored computer data and traffic
data to investigate cybercrimes.”

» To facilitate cooperation and mutual assistance, states are asked to provide a 24/7
hour-point of contact that can provide technical advice and has the authority to share
information and evidence on behalf of the party (Art. 35).72

Within the UN, South Africa is also part of the 2019-2021 Group of Governmental Experts
(GGE) on advancing responsible state behavior in cyberspace in the context of international
security. The GGE debates behind closed doors on how international law and norms should
be applied in cyberspace and how capacity and confidence can be built. Countries are
asked to appoint representative experts to the group meetings held behind closed doors.
Representatives are, in most cases, government officials with either technical or diplomatic
backgrounds. The GGE will present its final report in September 2021.73

Additionally, South Africa is part of the Open-Ended Working Group (OEWG) on Develop-
ments in the Field of ICTs in the Context of International Security, established in 2018.The
OEWG is (as opposed to the GGE) open to all UN members and establishes a continuing
dialogue on cybersecurity issues within the UN.”* In its final report in March 2021, the
OEWG supported the notion that international law and the UN Charter should be applica-

1
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ble in cyberspace and that states should voluntarily identify and cooperate on confidence-
building measures in their local contexts. South Africa’s input and comments on the draft
of the final report are available online. It highlights its approval of the report and remarks
that it remains open to establishing institutions that facilitate dialogue on cybersecurity.”®

Regarding bilateral cooperation, South Africa maintains several agreements with third
states.

« The South African telecommunications minister concluded a cooperation agreement with
Iranin 2017.The agreement aims to increase joint investments and R&D, among others in
cybersecurity.”®

« A cooperation agreement with Russia was signed by the foreign minister in 2017. Both
states aim to maintain international information security and commit to working jointly
on responding to and investigating threats in cyberspace. The agreement also allows both
states to coordinate approaches within international organizations like the UN.””

« An MoU with the French Embassy was signed by the South African Special Investigation
Unit (SIV) in 2017, a state agency to fight corruption. The MoU commits to training 350
forensic investigators on the expertise of cybercrime.
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